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[https://nginx.org/en/download.html]

NERRNRRRNRRNNRNNRRNRRNNRNRRRNRRRRRRRRREEEY
(LTI TITT T

mainline version[ITTITITIIIIIIIIIIT stable version
LITTTTITITTTIIT bug[1T]

[LITIITTI

nginx plusO00000000C000

tengeine[ 11111 openresty nginx[] nginx+lua[ITITI1T] Web[ITIT] lua[ITI111
apisixITI11T]

Nginx

HINRRRNNRNNRENNN yum(] I gcc]
autoconf[IT1T] makefile(TT]  pcre[IIIIIID Zlib[ITTITT openssl

(LTI ssi[T]

1. M yum(d

sed -e 's|™mirrorlist=|#mirrorlist=|g"' \

-e
's|~#baseurl=http://dl.rockylinux.org/$contentdir|baseurl=https://mirrors.aliyun.com/rockylinu
x|lg' \

-i.bak \

/etc/yum.repos.d/Rocky-*.repo

dnf makecache

2. (11



dnf install -y gcc gcc-c++ make libtool wget pcre pcre-devel zlib zlib-devel openssl openssl-

devel

3. [ nginx[1]

useradd -s /sbin/nologin nginx -M

4. [ nginx[IIT1T]

mkdir -p /opt/soft && cd /opt/soft
wget https://nginx.org/download/nginx-1.24.0.tar.gz
tar -zxvf nginx-1.24.0.tar.gz

cd nginx-1.24.0

5. [T

./configure \
--prefix=/usr/local/nginx-1.24.0 \
--user=nginx \

--group=nginx \
--with-http ssl module \
--with-http v2 module \
--with-http realip module \
--with-http stub status module \
--with-http gzip static _module \
--with-pcre \

--with-stream \
--with-stream ssl module \

--with-stream realip module

./configure \

--prefix=/usr/local/nginx-1.24.0 # 0000

--user=nginx # nginx[I] --group=nginx # nginx[IT]  --with-http_ssl_module # [T] sslI[I] --with-

http_v2_module # [T] http2[T] --with-http_realip_module # [T] realip[I] --with-
http_stub_status_module # [T] stub status[T] --with-http _gzip static_module # [T] gzipIIll
with-pcre # [T] pcre[l] --with-stream # [I] stream[I] --with-stream_ssl module # [T] stream
ssI[T] --with-stream_realip_module # [T] stream realip[T]



6. (11

echo $(nproc) # [JOCPUOO
make -j$(nproc) #0000

make install

7. [T

ln -s /usr/local/nginx-1.24.0 /usr/local/nginx
In -s /usr/local/nginx-1.24.0/sbin/nginx /usr/local/bin/nginx

8. I

/usr/local/nginx-1.24.0/sbin/nginx -V
/usr/local/bin/nginx -V

nginx -V

nginx -t

/usr/local/nginx/sbin/nginx -t

/usr/local/nginx/sbin/nginx

ss -ant
ps aux | grep nginx

curl -I http://localhost/

9. [ systemd[T]

cat>/etc/systemd/system/nginx.service<<'EOF'
[Unit]
Description=0nginxJ000

After=network.target

[Service]

Type=forking

PIDFile=/usr/local/nginx-1.24.0/logs/nginx.pid
ExecStartPre=/usr/local/nginx-1.24.0/sbin/nginx -t -c /usr/local/nginx-1.24.0/conf/nginx.conf
ExecStart=/usr/local/nginx-1.24.0/sbin/nginx -c¢ /usr/local/nginx-1.24.0/conf/nginx.conf
ExecReload=/usr/local/nginx-1.24.0/sbin/nginx -s reload

ExecStop=/usr/local/nginx-1.24.0/sbin/nginx -s stop



PrivateTmp=true

[Install]
WantedBy=multi-user.target
EOF

systemctl daemon-reload

10. (0 systemd[IITIT]

/usr/local/nginx/sbin/nginx -s stop
systemctl start nginx

systemctl status nginx --no-pager
systemctl stop nginx

systemctl restart nginx

systemctl enable nginx

11. [ systemdIIT]

systemctl status nginx -1

journalctl -u nginx -xe

### J0yum{[]
dnf install nginx #[0dnfO00000C000080000000C00COdnfO0yumd00000800yumOdn 000000

0 dnfITl]  nginx,[ITTIT]

(LITITTITTTT]

cat>/etc/yum.repos.d/nginx. repo<<'EQF'

[nginx-stable]

name=nginxstablerepo

baseurl=http://nginx.org/packages/centos/8/$basearch/

gpgcheck=0

enabled=1

gpgkey=https://nginx.org/packages/keys/nginx _signing.key module hotfixes=true
EOF

dnf install -y nginx #00000000

dnf list| grep nginx #[OOJOJ0Onginx0Q



dnf module list nginx #O0O0OOOnginxO0d
dnf module reset nginx #[Onginx{Q
dnf module enable nginx #Onginx[

### [0docker[]
[https://developer.aliyun.com/mirror/] [https://download.docker.com]

1. [M yum-utils(] & O

dnf install -y yum-utils

2. [I] docker-ce[T]
sudo yum-config-manager --add-repo https://mirrors.aliyun.com/docker-ce/linux/centos/docker-
ce.repo

sed -i 's+download.docker.com+repo.huaweicloud.com/docker-ce+g' /etc/yum.repos.d/docker-

ce.repo

3. [[J docker-ce[I] --showduplicates
IENRNNRNRNNANERNRNNRNRNNANED

dnf list docker-ce --showduplicates | sort -r

4. [T] docker-ce-24.0.9-1.el8 docker-ce-cli-24.0.9-1.el8 containerd.io
dnf clean all

dnf makecache

sudo yum install -y docker-ce-24.0.9-1.el8 docker-ce-cli-24.0.9-1.el8 containerd.io

5. 11111 docker-ce

yum remove docker docker-client docker-client-latest docker-common docker-latest docker-

latest-logrotate docker-logrotate docker-engine

6. I



docker version

docker info

7. [I1 docker[IIM (oo )

cat > /etc/docker/daemon.json <<EOF

{

"registry-mirrors": [
"https://docker.m.daocloud.io",
"https://dockerproxy.com",
"https://docker.mirrors.ustc.edu.cn",
"https://docker.nju.edu.cn",
"https://iju9kaj2.mirror.aliyuncs.com",
"https://hub-mirror.c.163.com"

]

}
EOF
8. [I] docker[T]

systemctl daemon-reload # [Jdsystemd
systemctl start docker

systemctl stop docker

systemctl enable --now docker
systemctl status docker --no-pager

systemctl restart docker

9. [I] docker[IIII]

docker run hello-world

docker images

nginx

1. 0 nginx[T]



docker pull nginx:1.24.0

2. [II nginx:1.24.01]

docker run -d --name my nginx1.24.0 -p 8010:80 nginx:1.24.0

3. [0 10101

curl http://localhost:8010/

ss -ant | grep 8010 #JJUUOUUOOO
docker ps #0000

docker images #0000

4. 11 nginx:1.28.011

docker pull nginx:1.28.0

5. [[] nginx:1.24.0[IIIIIIIII0

#00O0OOOoOoO
docker stop my nginx1.24.0

#0000
docker rm my nginx1.24.0

docker rm CONTAINER ID/NAME

#1000
docker rmi REPOSITORY/IMAGE ID

6. [I1 nginx-docker[IIT]

mkdir -p /data/nginx-docker/{html,conf,logs,ssl}
mkdir -p /data/nginx-docker/conf/conf.d

7. (111110 nginx.conf



cat > /data/nginx-docker/conf/nginx.conf <<'EOF'
user nginx;

worker processes auto;

error_log /var/log/nginx/error.log notice;
pid /var/run/nginx.pid;
events {

worker connections 1024;

}
http {
include /etc/nginx/mime. types;
default type application/octet-stream;
log format main '$remote addr - $remote user [$time local] "$request" '
'$status $body bytes sent "$http referer" '
""$http _user_agent" "$http x forwarded for"';
access log /var/log/nginx/access.log main;
sendfile on;
#tcp _nopush on;
keepalive timeout 65;
#gzip on;
include /etc/nginx/conf.d/*.conf;
}
EOF
8. I

cat > /data/nginx-docker/conf/conf.d/default.conf <<'EQF'
server {

listen 80;

listen [::]1:80;

server _name localhost;

location / {
root  /usr/share/nginx/html;

index index.html index.htm;



EOF

9. [TIT1[ index.html

cat > /data/nginx-docker/html/index.html << EOF

<meta charset="UTF-8">

<style>
body {
background-color: #000000;
color: #9900cc;
}
</style>

<h1>000nginx-docker[</h1>
EOF

10. [I] nginx[] 1.28

ss -ant | grep 80 # JJ0OOOOO

docker run -d \

--name my-nginx1.28 \

-p 80:80 \

-p 443:443 \

-v /data/nginx-docker/conf/nginx.conf:/etc/nginx/nginx.conf \
-v /data/nginx-docker/conf/conf.d:/etc/nginx/conf.d \

-v /data/nginx-docker/logs:/var/log/nginx \

-v /data/nginx-docker/html:/usr/share/nginx/html \

-v /data/nginx-docker/conf/ssl:/etc/nginx/ssl \

nginx:1.28.1

11. [ 1

docker ps -a
docker images

docker rm my-nginx1.28



ps -ef | grep nginx
curl http://localhost:80/
ss -ant | grep 80

nginx

Nginx[T1T] Nginx[ITTITITIT 0 10T 2
HINRRRNNNNRANNNNNREED 3T 4

(T IO T s I

./configure \
--add-module=/path/to/third-party/module \
--add-dynamic-module=/path/to/dynamic/module

111 o OId 117111 --without-xxx-module 2[TT1T] --with-xxx-module 3[1T1T]
--add-dynamic-module

(LTI

./configure --prefix=/usr/local/nginx-1.24.0-2 --user=nginx --group=nginx \
--with-http ssl module --with-http v2 module --with-http realip module \
--with-http stub status module --with-http gzip static module \

--with-pcre --with-stream --with-stream ssl module \
--with-stream realip module --with-compat \

--add-dynamic-module=/opt/soft/nginx-rtmp-module-master

make -j 4

make install

vi nginx-1.24.0-2/conf/nginx.conf

load module modules/ngx rtmp module.so;

/usr/local/nginx-1.24.0-2/sbin/nginx

dnf install -y 1lsof
lsof -p $(cat /usr/local/nginx-1.24.0-2/1logs/nginx.pid) | grep \\.so



nginx

M @D MO MO MO  TERM/INT stop I - IO Nginx [T]

(LTI QUIT quit [T1T] - (LTI (LTTTITIT] HUP reload [T]

- (IO 111 USR1 reopen [T11] - (M1 (11110 USR2 upgrade
110 - [T (TIIIIIT WINCH winch [ITTTT1T] (Il USR2

(L1111

1. 110 nginxIT]

/usr/local/nginx-1.24.0-2/sbin/nginx -s stop

kill -TERM $(cat /usr/local/nginx-1.24.0-2/1ogs/nginx.pid)

2. 1]

/usr/local/nginx-1.24.0-2/sbin/nginx -s quit

kill -QUIT $(cat /usr/local/nginx-1.24.0-2/logs/nginx.pid)

M -> O ~>[n  ->00 > 01000

3. [T

/usr/local/nginx-1.24.0-2/sbin/nginx -t
/usr/local/nginx-1.24.0-2/sbin/nginx

4. [TTITIT]

/usr/local/nginx-1.24.0-2/sbin/nginx -s reload
kill -HUP $(cat /usr/local/nginx-1.24.0-2/1logs/nginx.pid)

5. [T

kill -USR1 $(cat /usr/local/nginx-1.24.0-2/logs/nginx.pid)

### [00nginx0000
/usr/local/nginx/sbin/nginx -t

/usr/local/nginx/sbin/nginx



1. 1110

/usr/local/nginx/sbin/nginx -v

2. 11111

/usr/local/nginx/sbin/nginx -V

3. I

cp -aR /usr/local/nginx /usr/local/nginx.bak

4. 11110 nginx

wget https://nginx.org/download/nginx-1.25.0.tar.gz

5. [IIIIT] nginx

tar -zxvf nginx-1.25.0.tar.gz

cd nginx-1.25.0

./configure \
--prefix=/usr/local/nginx-1.24.0 \
--user=nginx \

--group=nginx \
--with-http ss1 module \
--with-http v2 module \
--with-http realip module \
--with-http stub status module \
--with-http gzip static module \
--with-pcre \

--with-stream \
--with-stream ssl module \
--with-stream realip module

make -j 4

cp -f objs/nginx /usr/local/nginx/sbin/nginx

/usr/local/nginx/sbin/nginx -V



6. (0 nginxT]

ss -ant | grep :80

ps aux | grep nginx | grep -v grep

pid

kill -USR2 $(cat /usr/local/nginx/logs/nginx.pid)
ps aux | grep nginx | grep -v grep

kill -WINCH

kill -QUIT

ps aux | grep nginx | grep -v grep

ps -ef | grep nginx | grep -v grep

#H# [100nginx0000O0O
dnf install tree -y

1. nginxI1110 fastcgi_params # [J CGIIIT] mime.types # [T11111 html #
[II111] logs # [111J pid # [T ID[I] sbin # [T11110] conf # [TI111J
modules # [T11] obj # [T1110J nginx.conf # 11111 11 events #
110 http # HTTP[IT] server # [I1111J location # [T111J

2. location[IIT] (m )

location [OO0] url { OO0 3}

https://www.linuxnote.com:443/path/to/page?name=value

= 110 location = /path/to/page ™~ 1111 location ™~ /path/to/page

o [T11] ([TTT1T ) location ~ /path/to/page ~* [T11] (1110 ) location ~*
/path/to/page [T11] 111 location /path/to/page / [I1111 location /

nginx

I ip
M0 ip 010
ip a

nmcli con mod ensl60 +ipv4.address 192.168.20.90/24

nmcli con up ensl60



mkdir -p /usr/local/nginx-1.24.0/conf/vhost
mkdir -p /data/www/{151,90}

cat > /usr/local/nginx-1.24.0/conf/vhost/151.conf <<EOF
server {
listen 80;
server_name 192.168.20.151;
location / {
root /data/www/151;

index index.html;

EOF

cat > /usr/local/nginx-1.24.0/conf/vhost/90.conf <<EOF
server {
listen 80;
server _name 192.168.20.90;
location / {
root /data/www/90;

index index.html;

EOF

sed -i '$i include /usr/local/nginx-1.24.0/conf/vhost/*.conf;"' /usr/local/nginx-

1.24.0/conf/nginx.conf

cat > /data/www/151/index.html <<EOF
<meta charset="utf-8">
<h1>J00151</h1>

EOF

cat > /data/www/90/index.html <<EOF

<meta charset="utf-8">

<h1>[00096</h1>
EOF
nginx -t

nginx -s reload



(ITIT]

http://192.168.20.151
http://192.168.20.90

[LIT]

curl 192.168.20.151
curl 192.168.20.90

LTI

M ip 010 11
mkdir -p /data/www/{2000,3000}

cat > /usr/local/nginx-1.24.0/conf/vhost/2000.conf <<EOF
server {
listen 2000;
server_name 192.168.20.151;
location / {
root /data/www/2000;

index index.html;

EOF

cat > /usr/local/nginx-1.24.0/conf/vhost/3000.conf <<EOF
server {
listen 3000;
server_name 192.168.20.151;
location / {
root /data/www/3000;

index index.html;

EOF



cat > /data/www/2000/index.html <<EOF
<meta charset="utf-8">
<h1>[0002000</h1>

EOF

cat > /data/www/3000/index.html <<EOF
<meta charset="utf-8">
<h1>[0003000</h1>

EOF

nginx -t

nginx -s reload

(L1111

http://192.168.20.151:2000
http://192.168.20.151:3000

(1T

curl 192.168.20.151:2000
curl 192.168.20.151:3000

[T

M ip M (T1T]
mkdir -p /data/www/{webl,web2}

cat > /usr/local/nginx-1.24.0/conf/vhost/webl.conf <<EOF
server {
listen 80;
server _name www.linuxnotel.com;
location / {
root /data/www/webl;

index index.html;



EOF

cat > /usr/local/nginx-1.24.0/conf/vhost/web2.conf <<EOF
server {
listen 80;
server _name www.linuxnote2.com;
location / {
root /data/www/web2;

index index.html;

EOF

cat > /data/www/webl/index.html <<EOF
<meta charset="utf-8">
<h1>[00webl</h1>

EOF

cat > /data/www/web2/index.html <<EOF

<meta charset="utf-8">

<h1>[000web2</h1>
EOF
nginx -t

nginx -s reload

echo 192.168.20.151 www. linuxnotel.com >> /etc/hosts
echo 192.168.20.151 www. linuxnote2.com >> /etc/hosts

10

curl www.linuxnotel.com

curl www.linuxnote2.com

window C[IT]



C:\Windows\System32\drivers\etc\hosts
192.168.20.151 www.linuxnotel.com
192.168.20.151 www.linuxnote2.com

(ITIT]

http://www.linuxnotel.com

http://www.linuxnote2.com

[TT] Server Name
o 0 "0 " [

mkdir -p /data/www/{www_linuxnote3.com,all linuxnote3.com}

cat > /usr/local/nginx-1.24.0/conf/vhost/www_linuxnote3.com.conf <<EOF
server {
listen 80;
server _name www.linuxnote3.com;
location / {
root /data/www/www linuxnote3.com;

index index.html;

EOF

cat > /usr/local/nginx-1.24.0/conf/vhost/all_linuxnote3.com.conf <<EOF
server {
listen 80;
server_name *.linuxnote3.com;
location / {
root /data/www/all linuxnote3.com;

index index.html;

EOF

cat > /data/www/www_linuxnote3.com/index.html <<EOF



<meta charset="utf-8">
<h1>0000www_linuxnote3.com</h1l>

EOF

cat > /data/www/all linuxnote3.com/index.html <<EOF
<meta charset="utf-8">
<h1>000all_linuxnote3.com</hl>

EOF

nginx -t

nginx -s reload

echo 192.168.20.151 www.linuxnote3.com >> /etc/hosts
echo 192.168.20.151 aaa.linuxnote3.com >> /etc/hosts
echo 192.168.20.151 all.linuxnote3.com >> /etc/hosts

curl www.linuxnote3.com
curl aaa.linuxnote3.com

curl all.linuxnote3.com

window C[IT]

C:\Windows\System32\drivers\etc\hosts
192.168.20.151 www.linuxnote3.com
192.168.20.151 aaa.linuxnote3.com
192.168.20.151 all.linuxnote3.com

(ITIT]

http://www.linuxnote3.com
http://aaa.linuxnote3.com

http://all.linuxnote3.com

nginx




1. I

nginx -V

2. [T

/opt/soft/nginx-1.24.0/auto/options

--with [TTTTITTITTIT] --without [TTTTTTTTIIT]

studtax: stub status on
default: -

context: server.location

cat > /usr/local/nginx-1.24.0/conf/vhost/studtax.conf << EOF
server {
listen 80 ;
server name 192.168.20.151;
location / {
root /data/www/all linuxnote3.com;
index index.html;
}
location /qianshan {
stub status;

access _log off;

EOF

cat > /data/www/all linuxnote3.com/index.html << EOF
<meta charset="UTF-8">
<hl>all.linuxnote3.com</h1>

EOF

nginx -t

nginx -s reload



192.168.20.151
192.168.20.151/qgianshan

curl http://192.168.20.151

curl http://192.168.20.151/qgianshan

Active connections: 1

server accepts handled requests
46 46 44

Reading: 0 Writing: 1 Waiting: ©

accepts[] #1111 NginxTTTTITTITITIITIT] handled[] #[I11T] Nginx
T accepts[] Reading[] #

(T T T 110 SO 11T Writing[] #
(T 110 SO Waiting[] #

AINRRRNNNNRRANNNRNRRNEN

web

syntax[] auth basic [ text|off ]
default: auth basic off
auth basic user file file path

context: http, server, location, limit except

cat > /usr/local/nginx-1.24.0/conf/vhost/studtax.conf << EOF
server {
listen 80 ;
server _name 192.168.20.151;
location / {
root /data/www/all linuxnote3.com;
index index.html;
}
location /qgianshan {
stub status;
auth basic "secretg";
auth basic user file /usr/local/nginx-1.24.0/conf/vhost/nginx-passwd.db;

access_log off;



EOF

dnf install -y httpd-tools
htpasswd -c /usr/local/nginx-1.24.0/conf/vhost/nginx-passwd.db aaa
chmod 400 /usr/local/nginx-1.24.0/conf/vhost/nginx-passwd.db

chown nginx.nginx /usr/local/nginx-1.24.0/conf/vhost/nginx-passwd.db

nginx -t

nginx -s reload

http://192.168.20.151/qgianshan

HttpAccess[T] :[I11TJ IPTTTIT] [TTTTTTTITI IO IToTaTd
(TITIITIT deny IP/IP [TIT110 IP[] IP[IIITIII] allow IP/IP [TTT111 P[] IP
(LTI alldl  IPITO X.X.X.X[24

cat > /usr/local/nginx-1.24.0/conf/vhost/studtax.conf << EOF
server {
listen 80 ;
server_name 192.168.20.151;
location / {
root /data/www/all linuxnote3.com;
index index.html;
}
location /qianshan {
stub_status;
auth _basic "secret{d";
auth basic user file /usr/local/nginx-1.24.0/conf/vhost/nginx-passwd.db;
allow 192.168.20.0/24;
allow 124.221.251.28;
deny all;

access_log off;



EOF

http://192.168.20.151/gianshan
curl http://192.168.20.151/qianshan -u aaa:123456
curl -L http://aaa:123456@192.168.20.151/qianshan

curl ifconfig.me

T T (IIITTTTTIT] 3
(T (T squit[]

proxy_pass[l] [OIITTTIIITITIIITTTIT] URL[IT] (111 location, if in location,
limit_except

O00proxy_pass URL;

proxy_set _header[]]

ARRNRRRRRRRRRRRRNNRRRRENRRRRRENNRRRRENNRNREEN
(111 http, server, location

O00proxy set header field value;

J000proxy set header Host $proxy host; proxy set header Connection close;

$proxy_host00000000000IPOOOCOO

cat > /usr/local/nginx-1.24.0/conf/vhost/studtax.conf << 'EOF'
server {
listen 80 ;
server_name 192.168.20.151;
location / {
proxy pass http://192.168.20.145;
proxy set header Host $proxy host;

proxy set header Connection close;

EOF



nginx -t

nginx -s reload

http://192.168.20.151/gianshan

#H## 000000
ngx_http proxy connect module-master.zip

unzip ngx_http proxy connect module-master.zip

cd /opt/soft/nginx-1.24.0

make clean

dnf install -y patch
patch -pl < /opt/ngx_http proxy connect module-master/patch/proxy connect rewrite 102101.patch

./configure \
--prefix=/usr/local/nginx-1.24.0 \
--user=nginx \

--group=nginx \
--with-http ssl module \
--with-http v2 module \
--with-http realip module \
--with-http stub status module \
--with-http gzip static _module \
--with-pcre \

--with-stream \
--with-stream ssl module \
--with-stream realip module \

--add-module=/opt/ngx_http proxy connect module-master

make -j 4

make install

kill -QUIT $(pid)
systemctl restart nginx
ps -ef | grep nginx

nginx -v



cat >/usr/local/nginx-1.24.0/conf/vhost/zproxy.conf<<'EOB'
server {

listen 10000;

resolver 114.114.114.114;#DNSO000000000

server _name localhost;

proxy connect; #JJ proxy connect 000 CONNECT [

proxy connect allow 443 80; #[JJJUJUhttpOhttpsOO0

0ooooo

proxy connect connect timeout 10s;

proxy connect read timeout 10s;

proxy connect send timeout 10s;

location / {

proxy pass $scheme://$host$request uri; #J000000000000
000000000

proxy set header Host $host;

proxy set header X-Real-IP $remote addr;

proxy set header X-Forwarded-For $proxy add x forwarded for;
0oooooo

proxy buffers 256 4k;

proxy max_temp file size 0k;

0o00o0oooo

proxy connect timeout 30;

proxy send timeout 60;

proxy read timeout 60;

proxy next upstream error timeout invalid header http 502;
}

OOo0o0oOROR0000

access_log logs/proxy_access.log;
error_log logs/proxy_error.log;

}
EOB

nginx -t
nginx -s reload

ss -ant

ping www.baidu.com
ip route del default
ip route add default via 192.168.20.10 dev ens160



curl --proxy 192.168.20.151:10000 https://www.qq.com
curl --proxy 192.168.20.151:10000 https://www.163.com
curl --proxy 192.168.20.151:10000 https://www.baidu.com

dnf install -y telnet
telnet 192.168.20.151 10000

1. [I1100 Load Balancing
(T T
2. Nginx [ITTIT] M M M Om (ITTIT] (10  HTTP/HTTPSQ

QI Web[1T] API] OO 1 TCP/UDPO M IP
(TIIITTTT] 11 SSH[] MysQL

3. III1h (Il Round Robin[]
ERRRRNRNRNNRNRNNRNERNRNRRNRNENEE (1]
(IITIITTI T

upstream backend servers {
server 172.22.4.203:8080;
server 172.22.4.204:8080;
server 172.22.4.205:8080;
}

4. (111 Weight[] I (I I
least_conn(] ip_hash[ITIT] T

upstream backend servers {

server 172.22.4.203:8080 weight=50; # [JTIIIIII server 172.22.4.204:8080 weight=3;
# 111 server 172.22.4.205:8080 weight=2; # [111J

5. IPI00 ip_hash] 110 | PO O T g
Session [T1T1] 10 backup [I1T] (ITTIITIIO down



upstream backend servers {
ip_hash;

server 172.22.4.203:8080;
server 172.22.4.204:8080;

server 172.22.4.205:8080 down; # [T1111]

}

6. [II11] least_conn[] [TITTIITIIITIIITIIIN il
(LTI TTIITIT]

upstream backend servers {

least conn;

server 172.22.4.203:8080;

server 172.22.4.204:8080;

server 172.22.4.205:8080;

}

7. 1111110 M M M weight 110 1 weight=5 max_fails
(ITIIIT111 1 max_fails=3 fail_timeout [TTTTTTIT] 10s fail_timeout=30s

backup (11111 backup down [I1T] down max_conns [TTTT1T]
max_conns=1000

upstream backend servers {

[LIT]

server 192.168.1.10:8080 max_fails=3 fail timeout=30s;
server 192.168.1.11:8080 max fails=3 fail timeout=30s;

(LITITTITTTITTITIT]

server 192.168.1.12:8080 backup;

[LITIITTI

server 192.168.1.13:8080 down;
}



naEnanain HTTP/HTTPS[]

1.0no 0o

| Nginx [IT1IT] |

| 172.22.4.200 |
| |

vy

[ [ 1
| Web0l | | Web02 |

| .201 | | .202 |
| [ |

1451711111 1510 152011111 IPIT]

ps -ef | grep nginx

11 /etc/nginx/conf.d/

[145]
cat > /etc/nginx/conf.d/webshare.conf << 'EOB'
upstream webshare {
server 192.168.20.151;
server 192.168.20.152;
}
EOB
cat > /etc/nginx/conf.d/linuxnote.conf << 'EOB'
server {
listen 80;

server _name www.linuxnote.asia;



location / {
proxy pass http://webshare;
proxy set header Host $host;
proxy set header X-Real-IP $remote addr;

proxy_set header X-Forwarded-For $proxy add x forwarded for;

}
EOB

[151][152]
cat > /usr/local/nginx-1.24.0/conf/vhost/linuxnote.conf << 'EOB'
server {

listen 80 default server;

root /usr/share/nginx/html;

index index.html ;

location / {
}

}
EOB

nginx -s reload
cat > /etc/nginx/conf.d/linuxnote.conf << 'EOB'
server {

listen 80 ;

root /usr/share/nginx/html;

index index.html ;

location / {
}

}
EOB

mkdir -p /usr/share/nginx/html

cat > /usr/share/nginx/html/index.html << 'EOB'
<meta charset="UTF-8">

<h1>[015100000</h1>

EOB

cat > /usr/share/nginx/html/index.html << 'EOB'
<meta charset="UTF-8">

<h1>[015200000</h1>



EOB

for i in {1..60};do curl http://192.168.20.145;done > file.txt
curl http://192.168.20.145

(TIIIIII1 TCP/UDP[] [IIIM stream []]

./configure \
--prefix=/usr/local/nginx \
--with-stream \
--with-stream ssl module \

--with-stream realip module

vim /etc/nginx/nginx.conf

include conf.d/proxy.4.layer;

cat > /etc/nginx/conf.d/proxy.4.layer << 'EOB'

stream {

{ooooo

log format proxy '$remote addr $remote port - [$time local] $status $protocol
""$upstream addr" "$upstream bytes sent" "$upstream connect time"';

aooo

access _log logs/stream access.log proxy;

000000000ssh - 22000

upstream backend ssh {

server 192.168.20.151:22 weight=3;

}
MySQL [0
server {

listen 2222;

proxy pass backend ssh;
proxy connect timeout 5s;
proxy timeout 10s;

}

}
EOB



nginx -s reload

ss -ant

telnet 192.168.20.145 2222
dnf install -y telnet

### 0000000
mkdir -p /web/static
cat > /etc/nginx/conf.d/linuxnotel.conf << 'EOB'
server {
listen 80 ;
server _name www.linuxnotel.asia;
root /web;

index index.html ;

location / {

try files $uri $uri/ /index.html;

}
location /static {
}

}

EOB

systemctl restart nginx

cat > /web/index.html << 'EOB'
<meta charset="UTF-8">
<h1>014500000</h1>

EOB

curl http://192.168.20.145
curl http://192.168.20.151
curl http://192.168.20.152

cat > /web/static/index.html << 'EOB'
<meta charset="UTF-8">
<h1>[014500000</h1>

EOB

cd /web/static & 11



http://192.168.20.151/static/aaa.png

cat >index.html<<'EOB'

<!DOCTYPE html>

<html>

<head>

<meta charset="“UTF-8">

</head>

<body>

Hello! This is 145 Server <br/> <br/> <br/>
The following photo source 151 server: <br/>
<img src="http://www.linuxnote2.asia/static/aaa.png" alt="png is missing" >
<br/>

</body>

</html>

EOB

192.168.20.145 www.linuxnotel.asia
192.168.20.151 www.linuxnote2.asia
192.168.20.152 www.linuxnote3.asia

echo "192.168.20.145 www.linuxnotel.asia" >> /etc/hosts
echo "192.168.20.151 www.linuxnote2.asia" >> /etc/hosts
echo "192.168.20.152 www.linuxnote3.asia" >> /etc/hosts

windows

C:\Windows\System32\drivers\etc\hosts

http://www.linuxnotel.asia/static/index.html

http://www.linuxnote2.asia/static/aaa.png

cat >/etc/nginx/conf.d/linuxnote2.conf<<'EOB'
server {

listen 80 default server;

server _name www.linuxnote2.asia;

root /web;

index index.html ;

location ~* \.(js|css|jpg|ipeg|png|gif|webp|bmp|ico)$ {



valid referers none blocked server names

192.168.20.151

*,linuxnote2.asia

linuxnote2.asia;

if ($invalid referer) {

return 403;

}

}
EOB

nginx -t

systemctl restart nginx

www. linuxnote2.asia/static/index.html

1. [ITT11T] M0 M M O
limit_conn [TTITIITIT] (11T
2. 11 limit_req[] 11T - 11
[ 1
|om |
L : |
v
[ 1
| @ | «mo
| |
| 1m ||

limit_req 11T /UITIIIT]
limit_rate [TTT11]
(11T 201(1]

(111]



| | « 0o

o I  [IIITITTTI
o (I [T

o I  [IIITIITI
o (I [IITIITITTIIT]

http {

limit req zone $binary remote addr zone=api limit:10m rate=5r/s;

upstream backend {

server 192.168.20.151:80;

}
grep limit req zone /etc/nginx/nginx.conf
cat >/etc/nginx/conf.d/linuxnote2 1.conf<<'EOB'
server {
listen 80 ;
server name www.linuxnote2.asia;
access _log /var/log/nginx/linuxnote2 access.log main;

error _log /var/log/nginx/linuxnote2 error.log;

location /api/ {
limit req zone=api limit burst=10 nodelay;

limit req status 503; # 000000503

proxy _pass http://backend;
}
error_page 503 = @rate limit;
location @rate limit {
default type application/json;
return 503 '{"code":503,"message": "J00000000COO"} ' ;

}
EOB

systemctl reload nginx

- “$binary remote addr [0J00IPOO



- “zone=mylimit:10m’ QO0000Omy LimitOggleMOon
- “rate=5r/s 000016000

dnf -y install httpd-tools
ab -c 10 -n 100 http://www.linuxnote2.asia:8020/api/

www. linuxnote2.asia/api/

(1T (LITTITIIT] http [1T]

limit conn_zone $binary remote addr zone=perip:10m;

limit conn_zone $server name zone=perserver:10m;

server {
listen 80;

server_name example .com;

limit conn perip 6;

limit conn perserver 6000;
limit conn status 503;
location / {

root /web;

(LIT] ] [ (L1T] 0P 10-20000 M 0 IP 3-5[TTIITITIT APIT QO1IP
2-5[1T]

server {
listen 80;

server name example.com;

location / {



limit rate 1m;

location /download/ {
limit rate 500k;

limit rate after 10m;

122.152.231.125-zy
http://kl.zhynet.net/down.html

https

http[1T] https=ssI[T] +http

https://euxs8.xetslk.com/s1/41r9yg

(0  SSLOTIITIIIIT]

[

mkdir -p /etc/nginx/ssl
cd /etc/nginx/ssl

openssl req -x509 -nodes -days 365 \
-newkey rsa:2048 \

-keyout 2 https.key \

-out 2_https.crt \

-subj "/C=CN/ST=Shanghai/L=Shanghai/0=MengKe/0U=aaaa/CN=www.linuxnote2.asia"

cat > /etc/nginx/conf.d/linunote2 https.conf<<'EOB'
server {
listen 443 ssl;
server _name www.linuxnote2.asia;
ssl_certificate /etc/nginx/ssl/2_https.crt;
ssl certificate key /etc/nginx/ssl/2 https.key;
ssl protocols TLSv1.2 TLSvl.3;



ssl ciphers HIGH:'!aNULL:!MD5;

location / {
root /web;

index index.html;

}
EOB

systemctl reload nginx

https://www.linuxnote2.asia

Nginx Rewrite

11 Rewrite]] @URL [IIIIIIIIL] URLIID @I VURLIID SEOMIIIM URL
(LTI O [TTTTITTTIIITI ®II11 ngx_http_rewrite_module

M MO0 111 rewrite server, location, if URL[J] return server, location, if [TTTTIIT]
set server, location, if [TIT]

if server, location 000

break server, location, if [][] rewrite [T]

Rewrite [TT1 [TTTTI

M M m - 0o ~[api/

$ 0000000 -htmls

o mM m .00 ~Juser/.+$

e (11111 oI X

e [TT1T] 11111 A ? [1111 O[] 1 index.html?

() 0000 ~/([e-91+)/



### 00000000

cat > /web/index.php<<'EOB'

<?php

echo "<h1>{000000Demo</h1>";

echo "<p><a href='/aaa/123.html'>[000123</a></p>";
echo "<p><a href='/bbb/bbc.html'>0000</a></p>";
echo "<p><a href='/ccc/123.html'>Japple</a></p>";
7>

EOB

mkdir -p /web/aaa /web/bbb /web/ccc
cat > /web/aaa.php<<'EOB'

<?php

$id = $ GET['id'] ?? 'I0';

echo "<hl>[00</h1>";

echo "<p>0ID: $id</p>";

echo "<p>JjuRL: " . $ SERVER['REQUEST URI'] . "</p>";
echo "<p>0000000: /aaa/123.php</p>";

7>

EOB

cat > /web/bbb.php<<'EOB'

<?php

$name = $ GET['name'] ?? '0O0°';

$id = $ GET['id'] ?? 'I0';

echo "<hl>Get[OOOOOOO</h1>";

echo "<p>[OOURL: " . $ SERVER['REQUEST URI'] . "</p>";
echo "<p>0000id: $id</p>";

7>

EOB

cat > /web/ccc.php<<'EOB'

// ========== 1. [II000 ==========
$id = $ GET['id'] ?? 'O0";

$ GET['name'] ?? '0I0';
$page = $ GET['page'] 7?7 1;

+r
>
Q
3
D
1l



$request uri = $ SERVER['REQUEST URI']; // 00 URL

$client ip = $ SERVER['REMOTE_ADDR']; // 000 IP
$host = $ SERVER['HTTP HOST']; // 000
// ========== 3, DDDDDDDD =====—=—====

if (isset($ GET['id'])) {
echo "] id OO";

echo "<p>Jdddid: $id</p> \n<br>";

echo "<p>(0000name: $name</p> \n<br>";

echo "<p>ddd0page: $page</p> \n<br>";

echo "<p>[0000host: $host</p> \n<br>";

echo "<p>0000client ip: $client ip</p> \n<br>";

echo "<p>[J0000request uri: $request uri</p> \n<br>";

7>

EOB

cat > /etc/nginx/conf.d/rewrite.conf<<'EOB'
server {

listen 8080;

server name www.linuxnotel.asia;

root /web;

index index.php index.html;

rewrite ~/aaa/([0-9]1+)\.html$ /aaa.php?id=$1 last;
rewrite ~/bbb/([a-z]+)\.html$ /bbb.php?id=$1 last;
rewrite ~/ccc/([0-9]+)\.html$ /ccc.php?id=$1&name=$1&page=1 last;

location / {

rewrite ~ /index.php last;

location ~ \.php$ {
fastcgi pass unix:/run/php-fpm/www.sock;
include fastcgi params;

fastcgi param SCRIPT FILENAME $document root$fastcgi script name;



rewrite log on;

error_log /var/log/nginx/rewrite.log notice;

EOB

systemctl reload nginx

http://www.linuxnotel.asia:8080/aaa/123.html

curl http://www.linuxnotel.asia:8080/aaa/123.html
curl http://www.linuxnotel.asia:8080/bbb/bbc.html
curl http://www.linuxnotel.asia:8080/ccc/123.html

tail -n 20 /var/log/nginx/rewrite.log

$id = $ GET['id']

$name = $ GET['name']

$client ip = $ SERVER['REMOTE_ADDR']
$host = $ SERVER['HTTP_HOST']
$request uri = $ SERVER['REQUEST URI']

### OO0OhttpOdhttps

server {

e listen 80;

* server name gianshan.cc;

e return 301 https://$server name$request uri;

}

### (0000000000

log format main '$remote addr - $remote user [$time local] "$request"

[ [0

$remote addr #JJ000IPOO
$remote user #JJ000000

'$status $body bytes sent "$http referer" '

""$http user agent" "$http x forwarded for"';



$time local

#J00000000COO00$time_is08601000IS08661000000000

$request #O00O0O0OCOOOhttpOO
$status #0J00000(000CO0OO0O)
$body bytes sent #000000000000000C00CO0

$http_referer #0000000000C000

$http user agent #000000000000
$http x _forwarded for #J0000IPO0

### 100000000

log format log json '{"@timestamp": "$time local", '
""remote addr": "$remote addr",
""referer": "$http referer", '
""request": "$request",
'""status": $status, '

""pbytes": $body bytes sent,

agent": "$http user agent",
""x_forwarded": "$http x forwarded for", '
""up_addr": "$upstream addr",’

""up_host": "$upstream http host",'

""up_resp time": "$upstream response time",'
""request time": "$request time"'
I}I;

[T

access log /var/log/nginx/access.log log json;

more /usr/local/nginx-1.24.0/conf/vhosts/https.conf
server {
listen 80;
server name gianshan.cc www.gianshan.cc;
return 301 https://$server name$request uri;
}
server {
listen 443 ssl;

server name gianshan.cc www.qgianshan.cc;



ssl certificate /etc/nginx/ssl/qianshan.crt;

ssl certificate key /etc/nginx/ssl/qianshan.key;
ssl protocols TLSv1.2 TLSvl.3;

ssl ciphers HIGH:'!aNULL:!MD5;

access_log logs/gianshan.cc.log log json;
location / {
root /data/www/;

index index.html;

### 0000000
cat >/etc/logrotate.d/nginx<<'EOB'
/usr/local/nginx-1.24.0/1logs/*.log
{
daily
rotate 15
missingok
compress
delaycompress
notifempty
postrotate
if [ -f /usr/local/nginx-1.24.0/1logs/nginx.pid 1; then
kill -USR1 “cat /usr/local/nginx-1.24.0/logs/nginx.pid"
fi
endscript
}
EOB

/etc/logrotate.d/nginx, J0000000000000000

logrotate -vf /etc/logrotate.d/nginx

#crontab —e

59 23 * * * /Jusr/sbin/logrotate -vf /etc/logrotate.d/nginx #J00023059000



[T

1. ITIT1T nginx.conf [TTTTTT]
2. M .conf[I[]  conf.d/ [T

worker rlimit nofile 65535;
events {
worker connections 4096;
use epoll;
multi accept on;
}
http {
# 00000
client body buffer size 10K;
client header buffer size 1k;
client max _body size 8m;
large client header buffers 4 8k;
# 0000
client body timeout 12;
client header timeout 12;
send timeout 10;
# 0000
gzip on;
gzip vary on;
gzip _min_length 1024;
gzip_proxied any;

gzip types text/plain text/css application/json application/javascript;

I [

server_ tokens off;

[LI1T]

add header X-Frame-Options "SAMEORIGIN" always;

add _header X-Content-Type-Options "nosniff" always;



add header X-XSS-Protection "1; mode=block" always;

(111

if ($request method !~ "~(GET|HEAD|POST)$ ) {
return 405;
}

[LITIITTI

location ~ /\.(ht|git]|svn) {
deny all;

return 404;

}

CPUID] [IIIO CPU]

worke r _processes auto;

worker cpu affinity auto;

i M

open_file cache max=10000 inactive=60s;
open_file cache valid 60s;
open file cache min uses 2;

open_file cache errors on;

[0 sendfile[TTTIII1]

sendfile on;

tcp_nopush on; # [] sendfile[TTTTTTTIT] tcp_nodelay on; # [IT1 Nagle[l [0

keepalive timeout 65;

keepalive_requests 1000; # [T] keepalive[ITTTIT] reset_timedout_connection on; #
(I



[T

location ~* \.(jpg|jpeg|png|gif|ico|css]|js)$ {

expires 30d; # [I1110J

add _header Cache-Control "public, immutable";

### (000000000

**“bash
cat >nginx.conf<<'EOB'

aooo

user nginx;
O00000C0COCcPUOOnO

worker processes auto;
CPUO00000000O
worker cpu affinity auto;
Uoooooo

worker rlimit nofile 65535;

0ooo

error _log /var/log/nginx/error.log warn;

OoIb
pid /run/nginx.pid;

Events[]J
events {
worker connections 4096;
use epoll;
multi accept on;
}
HTTPOO
http {
NN
include /etc/nginx/mime.types;
default type application/octet-stream;
# 000000
server_tokens off;

# (000

log format main '$remote addr - $remote user [$time local] "$request"

'$status $body bytes sent "$http referer" '



""$http user agent" "$http x forwarded for"';
# 0000
access log /var/log/nginx/access.log main;
# 000000
sendfile on;
tcp _nopush on;
tcp_nodelay on;
# 0000
keepalive timeout 65;
keepalive requests 1000;
reset timedout connection on;
# 00000
client body buffer size 10K;
client header buffer size 1k;
client max _body size 8m;
large client header buffers 4 8k;
# 0000
client body timeout 12;
client header timeout 12;
send timeout 10;
# 0000
gzip on;
gzip vary on;
gzip_min_length 1024;
gzip proxied any;
gzip_ types text/plain text/css application/json application/javascript;
# 000000
open file cache max=10000 inactive=60s;
open_file cache valid 60s;
open_file cache min uses 2;
open_file cache errors on;
# 00000
add header X-Frame-Options "SAMEORIGIN" always;
add _header X-Content-Type-Options "nosniff" always;
add header X-XSS-Protection "1; mode=block" always;
# 0000000
server {
listen 80;
server _name localhost;

# 000



root /usr/share/nginx/html;
index index.html index.htm;
# 000000
if ($request method !~ "~(GET|HEAD|POST)$ ) {
return 405;
}
# 00000000
location ~ /\.(ht|git|svn) {
deny all;
return 404;
}
# 000000
location ~* \.(jpg|jpeg|png|gif|ico|css|is)$ {
expires 30d;
add header Cache-Control "public, immutable";
}

# 000
error_page 500 502 503 504 /50x.html;

location = /50x.html {

root /usr/share/nginx/html;

}

# 00000000

include /etc/nginx/conf.d/*.conf;
}
EOB
dnf module list nginx
dnf module reset nginx -y
dnf module enable nginx:1.24
dnf -y install nginx




proxy pass http://192.168.20.146:8080;
proxy set header Host $host;
proxy set header X-Real-IP $remote addr;

proxy set header X-Forwarded-For $proxy add x forwarded for;

upstream aaa_servers {server 111;222;333}

server {proxy_pass aaa_servers}

https

listen 443 ss1;
ssl certificate /etc/ssl/certs/example.com.crt;

ssl certificate key /etc/ssl/private/example.com.key;

/etc/hosts

/static/{alias /aaa; autoindex on;}

linux

wget https://gitee.com/Discuz/DiscuzX/attach files/2714621/download -0 Discuz X3.4 SC UTF8.zip

dnf install php-mysqlnd php-xml php-json -y



grep -E '“listen|”user|”~group' /etc/php-fpm.d/www.conf

server {
listen 80 default server ;
server_name www.bbs.com.cn ;
root /web/upload ;

index index.php index.html ;

location / {

index index.php ;

location ~ \.php$ {
fastcgi pass unix:/run/php-fpm/www.sock;
fastcgi index index.php;
fastcgi param SCRIPT FILENAME $document root$fastcgi script name;

include fastcgi params;

tcpdump

dnf install -y tcpdump
dnf install -y telnet

tcpdump -i ens160 port 80

telnet 192.168.20.146 80




ping 192.168.20.145

telnet 192.168.20.145 80

iptables -A INPUT -s 192.168.20.135 -j DROP
service iptables save

iptables -nL

iptables -nL --line-numbers

iptables

iptables -D INPUT 1 && iptables -nL INPUT --line-number

iptables -nL INPUT --line-number && awk '{print $1}' /var/log/nginx/access.log | sort | uniq -

C

yum install httpd-tools -y
ab -c 100 -n 1000 -t 30 http://192.168.20.145/

dnf install git make gcc -y

git clone https://github.com/wg/wrk.git
cd wrk

make

cp wrk /usr/local/bin/

wrk --version

wrk -t4 -cl00 -d30 http://192.168.20.145/

watch -n 1 "awk '{print \$1}' /var/log/nginx/access.log | sort | uniq -c

worker cpu_affinity auto; 0d
worker connections 65535; [O0000

use epoll; 0000
worker rlimit nofile 65535;[000000

location ~* \.(jpg|png|css) { expires 30d; }



gzip on;

gzip_comp level 5;

gzip types text/plain text/css application/json;
sendfile on;

tcp _nopush on;

erver_tokens off;
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